
Saša Kranjac MVP, MCT



Praktičan vodič za 

monitoring Azure 

infrastrukture i virtualnih 

mreža





NetWork 9

Saša Kranjac

Azure & Security Specialist 

@ Kranjac IT Training & Consulting

Custom & Vendor Courses, Consulting, Architecture

Microsoft Azure MVP

Microsoft Certified Trainer, MCT Regional Lead

Microsoft Certified Solution Expert

Certified EC-Council Instructor

+60 certifications

@SasaKranjac



NetWork 9

70-741 
MCSA Exam Guide

Dolazi uskoro!

KOD ZA 40% 
POPUSTA! 
ISCWS40



What is Network 
Watcher?

• A regional service

• Works at a network level

• Uses RBAC



What Network 
Watcher can do 
for me?

• Monitor

• Diagnose

• Log analysis



Network Watcher

Topology
• Visualize your network

Packet Capture
• Initiate packet capture from portal or programmatically

• Captures stored in .cap format

IP Flow Verify
• Identify configured NSG rules blocking traffic

VPN Diagnostics 
• Troubleshoot VPN Gateway and Connections and identify issues like 

• Preshared Key mismatch

• Unsupported IKE policies

• Gateway Unreachable

• Gateway instance under maintenance

Connectivity 
• Diagnose connectivity and latency issues between VM and an Endpoint

(VM, FQDN, URI, IPv4 Address) 

• Identify configuration issues impacting connectivity



Connectivity



Network Security 
Groups

• What are the effective 

results?



IP Flow
• Test port access to VMs



Connectivity Check

• Is the connectivity 

problem result of 

network  

misconfiguration or 

else?



Network Topology • How my network looks 

like?



Next Hop • I want to know how 

Azure routes traffic



VPN • Where is the problem: 

Azure or on-premises?



Da vidimo kako to 

radi…




