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Sasa Kranjac Microsoft®
Azure & Security Specialist Most Valuable

@ Kranjac IT Training & Consulting Professional
Custom & Vendor Courses, Consulting, Architecture

Microsoft Azure MVP

Microsoft Certified Trainer, MCT Regional Lead
Microsoft Certified Solution Expert

Certified EC-Council Instructor

+60 certifications MiCI‘OSOﬂZ E I

@SasaKranjac CERTIFIED

Trainer Certified § EC-Council Instructor
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: e A regional service
What is Network J

Watcher?  Works at a network level
e Uses RBAC
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What Network
Watcher can do
for me?
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Network Watcher
Topology

» Visualize your network

Packet Capture

* Initiate packet capture from portal or programmatically
+ Captures stored in .cap format

P Flow Verify

+ |dentify configured NSG rules blocking traffic

VPN Diagnostics

+ Troubleshoot VPN Gateway and Connections and identify issues like
* Preshared Key mismatch
» Unsupported IKE policies
» Gateway Unreachable
» Gateway instance under maintenance

Connectivity

» Diagnose connectivity and latency issues between VM and an Endpoint
(VM, FQDN, URI, IPv4 Address)
+ Identify configuration issues impacting connectivity

Add packet capture

Dashboard > Network Watcher - IP flow verify

Network Watcher - IP flow verify
M

ft
(C
@ Overview

Monitoring
o Topology
L2 Connection monitor

@ Network Performance Manitor

Network diagnostic tools
= 1P flow verify
Next hop
= Effective security rules
VPN troubleshoot
% Packet capture

Connection troubleshoot

Metrics

= Usage + quotas
Logs

NSG flow logs
Diagnostic logs

@ Traffic Analytics

Network Watcher IP flow \'Erify checks if a packet is allowed or denied to or from a virtual machine based
on 5-tuple information. The security group decision and the name of the rule that denied the packet is

Specify a target virtual machine with associated network security groups, then run an inbound or
outbound packet to see if access is allowed or denied.

Subscription @
Microsoft Azure Sponsorship ~
Resource group* @

AVset ~

Virtual machine* @

MyWindowsVMO

Network interface®

BackendVMNicO

Packet details

Protocol

QOutbound

Local IP address* @ Local port* @
10.0.24

Remote IP add Remote port* @




Dashboard > Network Watcher - Connection troubleshoot

rk Watcher - Connection troubleshoot

Connecti VIJ[y | [

@ overview * Source type
irtual machine

Monitaring
* Virtual machine

4% Topology cLiwio

K2 Connection monitor L
Destination

@ Network Performance Monitor () Select a virtual machine  (®) Specify manually

Network diagnostic tools * URI, FQDN or IPv4

Destination unreachable. F—

@ Next hop Probe Settings

Platform or configuration issue? ‘

= Effective security rules

www.live.com

& VPN troubleshoot

% Packet capture

Source config OK / Destination config OK & Comection reublshoot

Why is connectivity broken e
= Usage + quotas

Logs Status Agent extension version Source virtual machine

Connection Sluggish. 56 flow s R
Which hop is causing latency? Diagnosclogs

@& Traffic Analytics Hops

~ Advanced settings

| Grid view | Topology view

NAME IP ADDRESS NEXT HOP IP ADDRESS

& CLwio 192.168.1.7 204.79.197.212

VM unable to reach OnPremise machine? R,

VM unable to reach an Azure service endpoint



Network Security « What are the effective
Groups
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IP Flow  Test port access to VMs
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* |s the connectivity

problem result of

Connectivity Check T
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Network Topology ~ * How my network |ooks

ke?
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Next Hop e | wantto know how

Azure routes traffic




VPN * Where is the problem:

Azure or on-premises?
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© o ® DA LI VAM SE SVIDJELO OVO PREDAVANJE?
® Ocijenite ga i osvojite vrijedne nagrade!

Ocjenjivanje predavanja kojima ste prisustvovali je moguce na dva nacina:

1. Posjetom web stranici
https://www.networkkonferencija.ba/profile/evaluation vrsite evaluaciju u sklopu svog korisnickog profila.

2. Ocijenite predavanja kroz konferencijske mobilne aplikacije pod nazivom NetWork Conference koje su
dostupne za Android i iOS mobilne uredaje.

U oba slucaja potrebno je prijaviti se sa korisnickim racunom sa kojim ste se registrovali za ucesce na konferenciji.

Ispunjavanjem upitnika, pomaZete Organizatoru u organizaciji narednih konferencija.

PHILIPS LOGOSOFT 629 sys company
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